
Sustainable BlockchainsSustainable Blockchains
Krzysztof PietrzakKrzysztof Pietrzak

Public Lecture Series “Sustainability in Computer Science”
Nov. 3 2025

Public Lecture Series “Sustainability in Computer Science”
Nov. 3 2025



• Centralized (DigiCash)
one party controls everything

• Decentralized but Permissioned (Hyperledger,. . . )
fixed list of parties

• Fully Permissionless (Bitcoin, Chia, Ethereum,. . . )
everyone can participate!



• Centralized (DigiCash)
one party controls everything

• Decentralized but Permissioned (Hyperledger,. . . )
fixed list of parties

• Fully Permissionless (Bitcoin, Chia, Ethereum,. . . )
everyone can participate!

1980’s Cryptography

Blockchains
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Decentralization using 80s Crypto

Multiparty Computation



https://en.wikipedia.org/wiki/Cypherpunk

A cypherpunk is any activist advocating widespread use of
strong cryptography and privacy-enhancing technologies as a
route to social and political change.



Permissonless E-Cash / Nov. 2008
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Proofs of Work [DworkNaor92]

109 required in expectation to find a proof π

H

How can prove that it evaluated H 109 times?

H(c, ·)π

π

H(c, π)
?
= 000000000 ⋆ ⋆ ⋆ ⋆
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Consnsus and Application Layer

Consensus Layer
• Throughput
• Finality/Latency
• Proof of Work vs.
Proof of Stake

Application layer
• UTXA/transactions
(Bitcoin)

• Smart Contracts
(Ethereum)



Energy/Hardware
waste of consensus



Energy/Hardware
waste of consensus

• Scalability
bottlenecks

• Postquantum
security



Energy/Hardware
waste of consensus

• Scalability
bottlenecks

• Postquantum
security

Concentration of
mining/staking
power



Energy/Hardware
waste of consensus

• Scalability
bottlenecks

• Postquantum
security

Concentration of
mining/staking
power

Block-rewards
security vs.
inflation







Scalability / Transactions per second



Scaling Blockchains

Increase block size and/or rate
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Increase block size and/or rate

Sharding



Scaling Blockchains

Layer 2 Solution: Rollups

crypto magic
ZK-SNARKsa

aZero-Knowledge Succinct Non-Interactive
Argument of Knowledge



Scaling Blockchains

Layer 2 solution: Payment Networks

Layer 1: Blockchain, e.g. Bitcoin

Payment network, e.g. Lightning





Bitcoin Mining

Nakamoto’s vision: spare CPU cycles used for mining
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Bitcoin Mining



Bitcoin Sustainability
https://digiconomist.net/bitcoin-energy-consumption



Can we have a more sustainable

Blockchain?
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Alternatives to Proof of Work Mining?
Proofs of (Useful) Work

(Bitcoin,old Ethereum, Primecoin. . . )
mining resource: work

Proofs of Stake
(Ethereum, Algorand,

Ourboros,. . . )
mining resource: (staked) coins

September 2022, “the Merge”
reduced Ethereum’s energy
consumption by ≈99.95%.



Proof of Stake Issues
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Resource is

External

External

Internal

Power consumption

Huge

Tiny

Tiny

Hardware
Application Specific
Integrated Circuits

(ASIC)

General Purpose Disk
Storage

None

work

space

stake
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Proofs of Space [DFKP’15]

37797

random
index



Proofs of Space [DFKP’15]

TOO MUCH
COMMUNICATION



Proofs of Space [DFKP’15]

Stefan Dziembowski, Sebastian Faust, Vladimir Kolmogorov, Krzysztof
Pietrzak: Proofs of Space. CRYPTO 2015



Proofs of Space [DFKP’15]

1 2 3 4 5 6

https://www.pebbling-game.at/



Proofs of Space [DFKP’15]

ℓ1 ℓ2 ℓ3 ℓ4 ℓ5 ℓ6

ℓ4 := hash(ℓ2, ℓ3)



Proofs of Space [DFKP’15]

ℓ1 ℓ2 ℓ3 ℓ4 ℓ5 ℓ6

4

ℓ4
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The Guardian, May 26, 2021







The Nakamoto coefficient is the minimum number of entities (e.g.,
miners, validators, or nodes) that together control enough of the system
to disrupt consensus or compromise its integrity.
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https://www.youtube.com/watch?v=cXwTV2bAnvI



DePIN


