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ICT: Information and Communication Technology

Agommunication IS key for Internet services
Urequires communication media
Urequires services on the other side

Agommunication media
Upossible: dedicated communication infrastructure
Ulikely: using publicly available infrastructure, possibly with additional security measures

A All communication tends to converge into The Internet

ACommunication creates attack surface

U(unintentional) (by authorized persons or automated processes)
A safety

U(intentional) Attacks (by unauthorized persons or processes)

A security
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Some estimates to help quantify

Estimating Zoom video call network transfer energy consumption:

AEor 1:1 video calling for 1 hour per participant:
UHQ = 0.000075GB/s = 0.27GB/hr * 2 (up/down) = 0.54GB.
leHD 720p = 0.00015GB/s = 0.54GB/hr * 2 (up/down) = 1.08GB.
UHD 1080p = 0.000225GB/s = 0.81GB/hr * 2 (up/down) = 1.62GB

AEor group video calling for 1 hour per participant:
UHQ = 0.0001GB/s + 0.000125GB/s = 0.36GB/hr + 0.45GB/hr = 0.81GB.
LjGaIIery view and/or HD 720p = 0.0001875GB/s = 0.675/hr * 2 (up/down) = 1.35GB.
UHD 1080p = 0.0003125GB/s + 0.000375GB/s = 1.125GB/hr + 1.35GB/hr = 2.475GB

A 0.016271 0.0486 kWh for 1h 1:1, 0.0729 71 0.22275 kWh for 1h with 6 people
A Up to 1000 participants: 12.1571 37.125 kWh (if all have sending video enabledT p| ea s e) do

Source: https://davidmytton.blog/zoom-video-conferencing-energy-and-emissions/
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Some estimates to help quantify

Estimating Zoom video call additional energy consumption:

AMobiIe networks instead of fixed lines: 0.1kWh/GB instead
of 0.015kWh/GB

ADevice energy consumption: massive difference between
big screen, laptop, or phone

AﬁCIoudc‘) data centers for centr
traffic relaying

ASpeech-to-text transcription services with Large Language
Models (LLMs) A unknown energy impact, but potentially
large

Sources: https://davidmytton.blog/zoom-video-conferencing-energy-and-emissions/ [updated 2023], https://www.mdpi.com/2071-1050/10/7/2494 [2018]
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Energy consumption of digital services?

A\[ideo conferencing
UGroup video call with 5 participants for 1 hour in HD quality: ca. 0,10k\Wh
_(comparable to ca. 0,2km with combustion engine car or 1km with battery electric car)
UCan save transfer efforts significantly (estimates around 90%) with audio-only

(doesnot consider consumption of cl i Wik devi
UTextual communication (the old email é) much |
(but not 1 f 1 ntermixed with al/l ki nds of med

Note: Data collected from different sources in summer 2021; https://www.utilitybidder.co.uk/business-electricity/zoom-emissions/
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End -to -end encryption (E2EE) for instant messages

AFinaIIy, true EZEE messengers exist and are in broad use
A Provider cannot decrypt content
+ Signal, Wire
UThreema, Matrix, WhatsApp
- Telegram, etc.
A Law enforcement can no longer perform mass scanning

ANote: they all leak (from less to more) meta data i primarily
phone number network graphs and usage statistics (who do |
communicate with, when, how often, how much, which media
type, which groups do | belong to, etc.)

Agurrent discourse (EU Commission, Council and Parliament):
U#chatcontrol client-side scanning of content inside the
_E2EE messenger app clients?

| Ubanning E2EE encryption again, or attacking devices?

Jz JOHANNES KEPLER
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Digital Identity on phones d potential improvements
for privacy, unclear impact on energy consumption
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Digital Identity in the cloud d Vision
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Digital Identity in the cloud 0 Centralized Approach
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World's Biggest Data Breaches & Hacks

Selected events over 30,000 records stolen
UPDATED: Sep 2025

size: records lost  flter https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Digital Identity in the cloud 0 Decentralized Approach
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Supply Chain Security

Complex chain of dependencies
A software libraries and systems of systems

ANetwork services
Ulocal i e.g., car charging stations via Open Charge Point
_Protocol (OCPP)
Uremote i required Internet services, e.g., time service

A(Availability of secure) hardware

Supply chains are interdisciplinary
Atechnical
Aorganizational

&

Aeconomical (license and service contracts)

z JOHANNES KEPLER
UNIVERSITY LINZ Alegal / regulatory



Energy consumption of security measures?

ADigitaI communication to save energy consumption (travel, shipping) needs security

L:JRun-time checks

UEncryption, Signatures i will likely increase with the move to Post-Quantum Cryptography (PQC)
UPublic Key Infrastructures (PKIs)

UFuzzing and other security testing A significant and regular compute efforts

LjAuto-updates of large software packages A storage and networks transfer costs

UPuinc logs of software (libraries) for supply chain verification

Ué
AUOW much overhead do we produce with security mitigations?
UA see talk by Daniel Gruss
UA write more code in memory safe systems languages likes Rust
(Benchmarks in relation to C: Rust 1.03x, Java 1.98x, C# 3.14x, Go 3.23x, Python 75.88x)

Source: https://www.sciencedirect.com/science/article/pii/S0167642321000022 with a critique at https://arxiv.org/pdf/2410.05460
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Some estimates to help quantify other services

Estimating Netflix video streaming energy consumption:
AWiIdIy different estimates for mobile network transfer: 0.9 kwWh/GB or 0.1 7 0.2 kWh/GB?
AEspeciaIIy for wireless transfers: probably better to calculate per time than per transfer volume
AEstimate for transfer: 0.077kWh per hour of streamed video
Aljighly dependent on viewing device:

UTV: 501 200W, typically 1007 150 W

UDesktop computer: 50 i 500+ W

ULaptop: 57 150+ W

USmartphone: 0,37 5W

ALower for audio streaming (music), but still significant data transfer consumption because of
radio power requirements A much better to have locally cached music / video files!

Sources: https://www.carbonbrief.org/factcheck-what-is-the-carbon-footprint-of-streaming-video-on-netflix [2020], https://www.rtings.com/tv/learn/led-oled-power-consumption-and-electricity-cost [2021],
https://ieeexplore.ieee.org/document/8930492 [2019]
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Energy consumption of digital services?

A\[ideo conferencing
UGroup video call with 5 participants for 1 hour in HD quality: ca. 0,10k\Wh
_(comparable to ca. 0,2km with combustion engine car or 1km with battery electric car)
leCan save transfer efforts significantly (estimates around 90%) with audio-only
UTextual communication (the old email é) much |

A\[ideo streaming
Ul hour Netflix network streaming: ca. 0,077kWh 1 0,8kWh
LjDepends mostly on device: 500 TV screen ca.
UFor smartphone viewing (<0,05k\Wh), ca. 80% of energy used for data transmission (networks)

AEnergy consumption of devices: 30% for TVs, 80% for smartphones during production
AAll data centers: annually ca. 200 TWh + 250 TWh network A ca. 2% of global consumption

Note: Data collected from different sources in summer 2021; https://www.utilitybidder.co.uk/business-electricity/zoom-emissions/, https://www.carbonbrief.org/factcheck-what-is-the-carbon-footprint-of-streaming-video-on-netflix,
https://www.sciencedaily.com/releases/2021/01/210114134033.htm, https://www.iea.org/reports/data-centres-and-data-transmission-networks, https://cbeci.org/cbeci/comparisons
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Annualised consumption

Annualised electricity consumption,

terawatt-hours (TWh)
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Blockchain o Proof of Work Energy Impact

Energy Consumption by Country
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BitcoinEnergyConsumption.com

Source: https://digiconomist.net/bitcoin-energy-consumption/, 2021-01-28
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Blockchain o Proof of Work Energy Impact

Energy Consumption by Country

100
75
<
[«}}
>—
g 50
e
=
|_
25
0
s o A2 - O 5
& o C‘& & & S &
al & o} & <& & &
x> %@(\ > ,);b- A ’1,(0 Q‘C‘\
o 5

BitcoinEnergyConsumption.com

Source: https://digiconomist.net/bitcoin-energy-consumption/, updated 2023
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Non -Fungible Tokens (NFTs)
(Let 0s best not talk about t hi

For more information, check e.g. hitps://youtu.be/XwM[PWOailQ: AWhat the hell are NFT's?o0
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