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https://en.wikipedia.org/wiki/Cypherpunk

A cypherpunk is any activist advocating widespread use of
strong cryptography and privacy-enhancing technologies as a
route to social and political change.



Decentralization using 80s Crypto



Permissonless E-Cash / Nov. 2008
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Sybil Attack
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Proofs of Work [DworkNaor92]

109 required in expectation to find a proof π

H

How can prove that it evaluated H 109 times?

H(c, ·)π

π

H(c, π) ?
= 000000000 ? ? ? ?



Proofs of Work in Bitcoin

Jan. 3,
2009



Proofs of Work in Bitcoin

Jan. 3,
2009



Proofs of Work in Bitcoin

...

c

τ



Proofs of Work in Bitcoin

...

H(c, 0, τ) > 1/D

c

τ



Proofs of Work in Bitcoin

...

H(c, 0, τ) > 1/D

H(c, 1, τ) > 1/D

c

τ



Proofs of Work in Bitcoin

...

H(c, 0, τ) > 1/D

H(c, 1, τ) > 1/D

c

τ



Proofs of Work in Bitcoin

...

H(c, 0, τ) > 1/D

H(c, 1, τ) > 1/D

H(c, π, τ) ≤ 1/D

c

τ



Proofs of Work in Bitcoin

...

H(c, 0, τ) > 1/D

H(c, 1, τ) > 1/D

H(c, π, τ) ≤ 1/D

c

τ



Security of Bitcoin



Security of Bitcoin

XXX



Security of Bitcoin



Security of Bitcoin

XXX



Consensus and Application Layer
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Transactions per second
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Scaling Blockchains

Increase block size and/or rate

Sharding

Space-efficient blockchains
Georg Fuchsbauer Jan 27, 2025



Scaling Blockchains

Layer 2 Solution: Rollups

crypto magic
ZK-SNARKsa

aZero-Knowledge Succinct Non-Interactive
Argument of Knowledge



Scaling Blockchains

Layer 2 solution: Payment Networks

Layer 1: Blockchain, e.g. Bitcoin

Payment network, e.g. Lightning



Ecological Footprint of PoW Mining
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Nakamoto’s vision: spare CPU cycles used for mining
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Bitcoin Mining



Bitcoin Sustainability
https://digiconomist.net/bitcoin-energy-consumption



Can we have a more sustainable

Blockchain?
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Alternatives to Proof of Work Mining?
Proofs of (Useful) Work

(Bitcoin,old Ethereum, Primecoin. . . )
mining resource: work

Proofs of Stake
(Ethereum, Algorand,

Ourboros,. . . )
mining resource: (staked) coins

September 2022, “the Merge”
reduced Ethereum’s energy
consumption by ≈99.95%.



Proofs of Stake vs. Proofs of Work

• Is a PoStake based Blockchain still permissionless?
• How secure can a PoStake based Blockchain be?
• . . .



Proofs of Stake vs. Proofs of Work

$ $$
staked coins

staked coins
transferred to

new
addresses

Long range attack using “old keys”



Proofs of Stake vs. Proofs of Work

$ $$
staked coins

staked coins
transferred to

new
addresses

Adversary cheaply aquries $

Long range attack using “old keys”



Proofs of Stake vs. Proofs of Work

$ $$
staked coins

staked coins
transferred to

new
addresses

Adversary cheaply aquries $
Adversary bootstraps chain using $

Long range attack using “old keys”
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Resource is

External

External

Internal

Power consumption

Huge

Tiny

Tiny

Hardware
Application Specific
Integrated Circuits

(ASIC)

General Purpose Disk
Storage

None

work

space

stake



Founded 2017 (CEO Bram Cohen)
Mainchain launched 2021



The Guardian, May 26, 2021





https://xch.farm/decentralization/

Nakamoto Coefficient

Number of Full Nodes
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Nakamoto Coefficient

https://miningpoolstats.stream/chia



https://xch.farm/decentralization/

Nakamoto Coefficient

www.chia.net/2024/08/08/approaching-the-next-generation-of-proof-of-space/
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Blockchains for Sustainability

https://youtu.be/7k9U60scEK4



Proofs of Space



Proofs of Space



Proofs of Space



Proofs of Space

37797

random
index



Proofs of Space

TOO MUCH
COMMUNICATION



Proofs of Space

Stefan Dziembowski, Sebastian Faust, Vladimir Kolmogorov, Krzysztof
Pietrzak: Proofs of Space. CRYPTO 2015



Proofs of Space

1 2 3 4 5 6

https://www.pebbling-game.at/



Proofs of Space

`1 `2 `3 `4 `5 `6

`4 := hash(`2, `3)



Proofs of Space

`1 `2 `3 `4 `5 `6

4

`4
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The 3 Issues with Efficient Proofs

1) Bootstrapping (Long range forks, seeing the future)

3) Double dipping (extending many blocks)

2) Digging (grinding block)



Proofs of Space and Time (early Chia proposal)
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Simple Verifibale Delay Function [ITCS’19]

P V

(x, y, T,N)

µ (= x2
T/2

)

random r

claim
y = x2

T

mod N

new claim y′ = x′2
T/2

mod N where

x′ := µr · y y′ := (xr · µ)2T/2

x x2 x2
2

x2
3

. . . . . . x2
T−1

x2
T

µ (= x2
T/2

)

Proving σ = x2
T

in RSA group Z∗N , N = p · q

VDF(x, T ) = x2
T

in a group of unknown order






