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just a quick definition for everyone who hasn't seen the first season of my sitcom



Side Channel or not? www.tugraz.at

• Profiling cache utilization with performance counters? → No

• Observing cache utilization with performance counters and

using it to infer a crypto key? → Yes

• Measuring memory access latency with Flush+Reload? → No

• Measuring memory access latency with Flush+Reload and using

it to infer keystroke timings? → Yes
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you build a new feature, an instruction, a microarchitecture element, you have a timing difference — congratulations, you exposed the variable that causes the timing difference to the user















1337 4242
Revolutionary concept!

Store your food at home, 
never go to the grocery store 
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

ORDER VIA PHONE: +555 12345



CPU Cache www.tugraz.at

printf("%d", i);

printf("%d", i);
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CPU Cache www.tugraz.at

printf("%d", i);
Cache 

miss Reque
st

Respon
sei

printf("%d", i);

Cache 
hit

No DRAM acces
s,

much faster

DRAM access,
slow
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Flush+Reload www.tugraz.at

Shared Memory

ATTACKER VICTIM

flush
access

access
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Flush+Reload www.tugraz.at

Shared Memory

ATTACKER

Shared Memory

VICTIM

flush
access

access

fast if victim accessed data,
slow otherwise
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Memory Access Latency www.tugraz.at
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Cache Template www.tugraz.at

A
d
d
r
e
ss

Key
g h i j k l m n o p q r s t u v w x y z

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9c0
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7ccc0
0x7cd00
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Building Meltdown www.tugraz.at

• Add a layer of indirection to test

char data = *(char*) 0xffffffff81a000e0;

array[data * 4096] = 0;

• Then check whether any part of array is cached
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Building Meltdown www.tugraz.at

• Flush+Reload over all pages of the array

0 50 100 150 200 250
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Page
A
cc
es
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ti
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yc
le
s]

• Index of cache hit reveals data

• Permission check is in some cases not fast enough
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Kernel Address Isolation to have Side channels Efficiently Removed



Kernel Address Isolation to have Side channels Efficiently Removed

KAISER /ˈkʌɪzə/
1. [german] Emperor,
ruler of an empire
2. largest penguin, 
emperor penguin



KAISER Illustration www.tugraz.at

Without KAISER:

Shared address space

User memory Kernel memory

0 −1

context switch

With KAISER:

User address space

User memory Not mapped

0 −1

Kernel address space

SMAP + SMEP Kernel memory

0 −1

context switch

sw
itch

a
d
d
r.

sp
a
ce

Interrupt

dispatcher
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»A table for 6 please«









Speculative Cooking



»A table for 6 please«















Spectre-PHT (v1) www.tugraz.at

LUT index = 0;

if (index < 4)

char* data = "textKEY";

LUT[data[index] * 4096] 0

th
en

else

Prediction
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Spectre www.tugraz.at
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Mistraining Location www.tugraz.at
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same-
address-space

out-of-place/
same-
address-space
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Victim branch
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Attacker
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Shared Branch Prediction State
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Performance Costs www.tugraz.at

Table 1: Reported performance impacts of countermeasures

Defense

Impact
Performance Loss Benchmark

InvisiSpec 22% SPEC

SafeSpec 3% (improvement) SPEC2017 on MARSSx86

DAWG 2–12%, 1–15% PARSEC, GAPBS

RSB Stuffing no reports

Retpoline 5–10% real-world workload servers

Site Isolation only memory overhead

SLH 36.4%, 29% Google microbenchmark suite

YSNB 60% Phoenix

IBRS 20–30% two sysbench 1.0.11 benchmarks

STIPB 30– 50% Rodinia OpenMP, DaCapo

IBPB no individual reports

Serialization 62%, 74.8% Google microbenchmark suite

SSBD/SSBB 2–8% SYSmark®2014 SE & SPEC integer

KAISER/KPTI 0–2.6% system call rates

L1TF mitigations -3–31% various SPEC
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28:30 Daniel: Designated Survivor (March 2018)





27:30 Daniel: four years ago @ 32C3



Rowhammer www.tugraz.at

DRAM bank

1 1 1 1 1 1 1 1 1 1 1 1 1 1
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1 1 1 1 1 1 1 1 1 1 1 1 1 1

. . .

1 1 1 1 1 1 1 1 1 1 1 1 1 1

row buffer

→

Cells leak faster upon proximate

accesses → Rowhammer
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Opcode Flipping - Conditional Jump www.tugraz.at

JE
0 1 1 1 0 1 0 0

HLT
1 1 1 1 0 1 0 0

<prefix>
0 1 1 0 0 1 0 0
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JE
0 1 1 1 0 1 0 0

JNE
0 1 1 1 0 1 0 1

<prefix>
0 1 1 0 0 1 0 0
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Will it fault? www.tugraz.at

uint64_t multiplier = 0x1122334455667788;

uint64_t correct = 0xdeadbeef * multiplier;

uint64_t var = 0xdeadbeef * multiplier;

while (var == correct)

{

var = 0xdeadbeef * multiplier;

}

uint64_t flipped_bits = var ˆ correct;

25 Daniel Gruss — Graz University of Technology





30:30 Kit: Flipping bits in userspace — Daniel: at which voltage does it flip?



Safe voltages www.tugraz.at
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AES New Instructions - inside SGX www.tugraz.at

do

{

i++;

plaintext = <randomly generated>

result1 = aes128_enc(plaintext);

result2 = aes128_enc(plaintext);

} while (vec_equal_128(result1,result2) && i<iterations);

27 Daniel Gruss — Graz University of Technology





11:00 Kit: AES-NI Demonstration -> Daniel: LOGO!! A name should relate to the technical explanation, meaning and the impact



Plundervolt www.tugraz.at

• Should be related to undervolting

• From protected TEE vaults

• Steal, corrupt, plunder, ...
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Security Costs www.tugraz.at
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Security Costs www.tugraz.at
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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford



0.09%



electric energy! 2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?



0.40%



electric energy! 2030. A SINGLE PATCH. that's not sustainable.



There are alternatives

to security!



If we fully take the CO2 price into account, it might be the cheaper option to turn off all security, and solve incidents via insurance companies instead. Oh you got hacked? Claim your 1000 dollar insurance payout now.



There are alternatives to security!



If we fully take the CO2 price into account, it might be the cheaper option to turn off all security, and solve incidents via insurance companies instead. Oh you got hacked? Claim your 1000 dollar insurance payout now.



How expensive is security?



In terms of CO2!! We don't know. 6 out of 484 papers the TOP4 last year mention energy efficiency; 2 provide energy costs. ORTHOGONAL TO: how valuable?





why the security community? others consume much more electricity!





what will people choose when security becomes too expensive? security people can take the blue pill and ignore the problem





Moore's law will not save us this time











faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade















Why are problems like Rowhammer not solved already?



exploitability described in a 2014 paper... that's 8 years. How incapable as a community are we?



Common misunderstandings... www.tugraz.at

... create bad incentives.

• A “bit” more reliability

• Why not higher or dynamic refresh rates everywhere (e.g. TRR,
PARA, ...)?

• “just a few more targeted refreshes”

• Why not ECC everywhere?

→ What incentives does it create?
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SEC DED, word size matters, DDR4: 1 bit in 64 bits, DDR5: 1 bit in 32 bits... Rowhammer: sometimes way more bit flips



Optimizing systems... www.tugraz.at

Fundamental problem: we assume what is still reliable

• Refreshing x times per second is fine

• Normal usage, no adversary

• Assume there won’t be more than n bit errors

→ How far can we go with x while staying below n bit errors?
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Real-world example www.tugraz.at

Mobile vendors since 2018: let’s add ECC by default

• ECC memory → fewer bit flips + more security

Also vendors:

• Let’s squeeze out the last bit of efficiency for battery runtime

until just before bit flips occur

32 Daniel Gruss — Graz University of Technology



Real-world example www.tugraz.at

Mobile vendors since 2018: let’s add ECC by default

• ECC memory → fewer bit flips + more security

Also vendors:

• Let’s squeeze out the last bit of efficiency for battery runtime

until just before bit flips occur

32 Daniel Gruss — Graz University of Technology



Real-world example www.tugraz.at

Mobile vendors since 2018: let’s add ECC by default

• ECC memory → fewer bit flips + more security

Also vendors:

• Let’s squeeze out the last bit of efficiency for battery runtime

until just before bit flips occur

32 Daniel Gruss — Graz University of Technology



Real-world example www.tugraz.at

Mobile vendors since 2018: let’s add ECC by default

• ECC memory → fewer bit flips + more security

Also vendors:

• Let’s squeeze out the last bit of efficiency for battery runtime

until just before bit flips occur

32 Daniel Gruss — Graz University of Technology



It’s an optimization problem www.tugraz.at

• You never know how far is still safe

• “safe”/“reliable” changes over time

• Adversary is intelligent and improves attacks over time
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Security vs Reliability



when i started my PhD people told me: security = reliability PLUS something on top of it
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Security for Efficiency?



Daniel, do you really think you can do this better than our well-established solutions we have since decades?



Principled Cryptographic Security and Integrity www.tugraz.at

Make bit flips degrade performance without impacting security

• Cryptographic MAC

• Detect any number of bit flips

• Correction by brute-force search for correct data
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CSI:Rowhammer Correction Duration www.tugraz.at

# Errors # MAC Comp. Avg Duration

1 17 11 ns

2 771 3.68 µs
3 33 800 124 µs
4 1.51× 106 6.65ms

5 6.91× 107 261ms

6 3.07× 109 12.8 s

7 1.21× 1011 9.11min

8 5.72× 1012 6.11 h

35 Daniel Gruss — Graz University of Technology



Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%
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# Errors # MAC Comp. Avg Duration

1 17 11 ns

2 771 3.68 µs
3 33 800 124 µs
4 1.51× 106 6.65ms

5 6.91× 107 261ms

6 3.07× 109 12.8 s

7 1.21× 1011 9.11min

8 5.72× 1012 6.11 h

38 Daniel Gruss — Graz University of Technology



Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second
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CSI:Rowhammer Performance www.tugraz.at

On average less than 0.75% overhead
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Worst case 4.24%, 0.75% on average



Overclocking



Undervolting











faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade





but what about security??





and plundervolt?



Will it fault? www.tugraz.at

uint64_t multiplier = 0x1122334455667788;

uint64_t correct = 0xdeadbeef * multiplier;

uint64_t var = 0xdeadbeef * multiplier;

while (var == correct)

{

var = 0xdeadbeef * multiplier;

}

uint64_t flipped_bits = var ˆ correct;
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Yes, that's a problem. but.... -250mV at 750mV... why do we have a 50 percent margin there???





not 50 percent on all frequencies, but quite a margin.... why do we not optimize this more? People in the audience might say: come on that's obvious... variations across devices, variations across environments, devices really must work reliably..... but can't we question that what we do is the best choice?



Can we make this secure?



Performance Improvement and Power Savings (as a graph) www.tugraz.at
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Performance Improvement and Power Savings www.tugraz.at

CPU Voff Score Power Freq. Energy Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%
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Problem: Reliability Issues
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Problem: Security Issues
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CPU Supply Voltage www.tugraz.at

Conservative Voltage Instr. Var. Aging T. ...

Up to a 150mV variation in instruction voltage requirement.
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Some Instruction Produce Faulty Results www.tugraz.at

Instruction IM
UL

VO
R*

AE
SE
NC

VX
OR
*
VA
ND
N*

VA
ND
*
VS
QR
TP
D

VP
CL
MU
LQ
DQ

VP
SR
AD

VP
CM
P*

VP
MA
X*

VP
AD
DQ

Number of Faults 79 47 40 40 30 28 24 16 9 5 3 1
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CPU Frontend

CPU BackendDVFS

CPU
Operating System
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Disable Opcode MSRs - kind of like a sandbox, or jail, or prison.
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Disable Opcode MSRs - kind of like a sandbox, or jail, or prison.



Operating Strategy: Now he wants to do tansformative operations on illegal instructions who are in prison.
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Operating Strategy: Now he wants to do tansformative operations on illegal instructions who are in prison.
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Operating Strategy www.tugraz.at
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fV Operating Strategy www.tugraz.at
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Performance Improvement and Power Savings www.tugraz.at

CPU Voff Score Power Freq. Energy Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%
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More Results www.tugraz.at

70mV Undervolt 97mV Undervolt

CPU
core

s

OS SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC

A1 fV
Pwr −5.62% −7.05% −7.05% −7.05% −3.55% −3.88% −9.75% −10.9% −12.1% −14.8% −5.81% −6.30%
Perf. −0.25% −1.31% −1.31% +2.97% +0.50% −0.39% +0.80% +1.35% 0.06% +3.45% +1.20% +0.18%
Eff. +5.70% +6.18% +6.18% +10.8% +4.20% +3.63% +11.7% +13.7% +13.8% +21.4% +7.44% +6.92%

A4 fV
Pwr −4.62% −0.11% −6.92% −7.41% −0.97% −1.00% −8.87% −8.67% −13.1% −16.2% −1.57% −1.57%
Perf. −3.93% −0.04% −7.87% +1.82% −0.26% −0.58% −3.58% −3.47% −7.25% +1.84% −0.14% −0.53%
Eff. +0.72% 0.07% −1.01% +9.97% +0.72% +0.43% +5.80% +5.70% +6.70% +21.6% +1.45% +1.05%

A∞ e
Pwr −7.50% −7.58% −5.40% −7.50% −7.24% −7.24% −12.3% −12.4% −10.3% −16.6% −12.1% −12.1%
Perf. −41.6% −11.8% +6.16% +1.42% −98.5% −91.9% −41.9% −11.9% +6.10% +1.42% −98.5% −91.9%
Eff. −36.9% −4.51% +12.2% +9.63% −98.3% −91.2% −33.7% +0.58% +18.3% +21.6% −98.3% −90.7%

B∞

f
Pwr −8.14% −7.80% −7.80% −9.13% −4.42% −4.43% −11.5% −10.8% −10.8% −14.1% −6.71% −6.73%
Perf. −7.82% −7.83% −9.25% +0.42% −2.50% −2.52% −10.3% −10.8% −12.2% +0.58% −2.30% −2.33%
Eff. +0.34% −0.03% −1.57% +10.5% +2.01% +2.00% +1.40% 0.05% −1.57% +17.1% +4.73% +4.72%

e
Pwr −9.18% −8.02% −10.8% −9.18% −9.79% −9.79% −14.4% −13.3% −15.9% −14.4% −14.9% −14.9%
Perf. −26.4% −5.12% +14.5% −0.54% −95.7% −79.8% −26.1% −5.25% +18.5% 0.01% −95.7% −79.8%
Eff. −19.0% +3.15% +28.3% +9.51% −95.3% −77.6% −13.7% +9.26% +40.9% +16.8% −95.0% −76.2%

C∞ fV
Pwr −5.64% −7.05% −7.05% −6.12% −3.56% −4.03% −9.78% −11.2% −12.1% −14.1% −5.83% −6.55%
Perf. −0.85% −1.92% −1.92% +3.53% +0.33% −1.12% +0.19% +0.19% −0.55% +3.79% +1.03% −0.57%
Eff. +5.07% +5.53% +5.53% +10.3% +4.04% +3.03% +11.0% +12.8% +13.1% +20.8% +7.28% +6.40%
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Perf. −0.25% −1.31% −1.31% +2.97% +0.50% −0.39% +0.80% +1.35% 0.06% +3.45% +1.20% +0.18%
Eff. +5.70% +6.18% +6.18% +10.8% +4.20% +3.63% +11.7% +13.7% +13.8% +21.4% +7.44% +6.92%

A4 fV
Pwr −4.62% −0.11% −6.92% −7.41% −0.97% −1.00% −8.87% −8.67% −13.1% −16.2% −1.57% −1.57%
Perf. −3.93% −0.04% −7.87% +1.82% −0.26% −0.58% −3.58% −3.47% −7.25% +1.84% −0.14% −0.53%
Eff. +0.72% 0.07% −1.01% +9.97% +0.72% +0.43% +5.80% +5.70% +6.70% +21.6% +1.45% +1.05%

A∞ e
Pwr −7.50% −7.58% −5.40% −7.50% −7.24% −7.24% −12.3% −12.4% −10.3% −16.6% −12.1% −12.1%
Perf. −41.6% −11.8% +6.16% +1.42% −98.5% −91.9% −41.9% −11.9% +6.10% +1.42% −98.5% −91.9%
Eff. −36.9% −4.51% +12.2% +9.63% −98.3% −91.2% −33.7% +0.58% +18.3% +21.6% −98.3% −90.7%

B∞

f
Pwr −8.14% −7.80% −7.80% −9.13% −4.42% −4.43% −11.5% −10.8% −10.8% −14.1% −6.71% −6.73%
Perf. −7.82% −7.83% −9.25% +0.42% −2.50% −2.52% −10.3% −10.8% −12.2% +0.58% −2.30% −2.33%
Eff. +0.34% −0.03% −1.57% +10.5% +2.01% +2.00% +1.40% 0.05% −1.57% +17.1% +4.73% +4.72%

e
Pwr −9.18% −8.02% −10.8% −9.18% −9.79% −9.79% −14.4% −13.3% −15.9% −14.4% −14.9% −14.9%
Perf. −26.4% −5.12% +14.5% −0.54% −95.7% −79.8% −26.1% −5.25% +18.5% 0.01% −95.7% −79.8%
Eff. −19.0% +3.15% +28.3% +9.51% −95.3% −77.6% −13.7% +9.26% +40.9% +16.8% −95.0% −76.2%

C∞ fV
Pwr −5.64% −7.05% −7.05% −6.12% −3.56% −4.03% −9.78% −11.2% −12.1% −14.1% −5.83% −6.55%
Perf. −0.85% −1.92% −1.92% +3.53% +0.33% −1.12% +0.19% +0.19% −0.55% +3.79% +1.03% −0.57%
Eff. +5.07% +5.53% +5.53% +10.3% +4.04% +3.03% +11.0% +12.8% +13.1% +20.8% +7.28% +6.40%

60 Daniel Gruss — Graz University of Technology



More Results www.tugraz.at

70mV Undervolt 97mV Undervolt

CPU
core

s

OS SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC SPE
Cgmean

SPE
Cmedia

n

525
.x26

4
SPE

CnoS
IMD

Ngin
x

VLC

A1 fV
Pwr −5.62% −7.05% −7.05% −7.05% −3.55% −3.88% −9.75% −10.9% −12.1% −14.8% −5.81% −6.30%
Perf. −0.25% −1.31% −1.31% +2.97% +0.50% −0.39% +0.80% +1.35% 0.06% +3.45% +1.20% +0.18%
Eff. +5.70% +6.18% +6.18% +10.8% +4.20% +3.63% +11.7% +13.7% +13.8% +21.4% +7.44% +6.92%

A4 fV
Pwr −4.62% −0.11% −6.92% −7.41% −0.97% −1.00% −8.87% −8.67% −13.1% −16.2% −1.57% −1.57%
Perf. −3.93% −0.04% −7.87% +1.82% −0.26% −0.58% −3.58% −3.47% −7.25% +1.84% −0.14% −0.53%
Eff. +0.72% 0.07% −1.01% +9.97% +0.72% +0.43% +5.80% +5.70% +6.70% +21.6% +1.45% +1.05%

A∞ e
Pwr −7.50% −7.58% −5.40% −7.50% −7.24% −7.24% −12.3% −12.4% −10.3% −16.6% −12.1% −12.1%
Perf. −41.6% −11.8% +6.16% +1.42% −98.5% −91.9% −41.9% −11.9% +6.10% +1.42% −98.5% −91.9%
Eff. −36.9% −4.51% +12.2% +9.63% −98.3% −91.2% −33.7% +0.58% +18.3% +21.6% −98.3% −90.7%

B∞

f
Pwr −8.14% −7.80% −7.80% −9.13% −4.42% −4.43% −11.5% −10.8% −10.8% −14.1% −6.71% −6.73%
Perf. −7.82% −7.83% −9.25% +0.42% −2.50% −2.52% −10.3% −10.8% −12.2% +0.58% −2.30% −2.33%
Eff. +0.34% −0.03% −1.57% +10.5% +2.01% +2.00% +1.40% 0.05% −1.57% +17.1% +4.73% +4.72%

e
Pwr −9.18% −8.02% −10.8% −9.18% −9.79% −9.79% −14.4% −13.3% −15.9% −14.4% −14.9% −14.9%
Perf. −26.4% −5.12% +14.5% −0.54% −95.7% −79.8% −26.1% −5.25% +18.5% 0.01% −95.7% −79.8%
Eff. −19.0% +3.15% +28.3% +9.51% −95.3% −77.6% −13.7% +9.26% +40.9% +16.8% −95.0% −76.2%

C∞ fV
Pwr −5.64% −7.05% −7.05% −6.12% −3.56% −4.03% −9.78% −11.2% −12.1% −14.1% −5.83% −6.55%
Perf. −0.85% −1.92% −1.92% +3.53% +0.33% −1.12% +0.19% +0.19% −0.55% +3.79% +1.03% −0.57%
Eff. +5.07% +5.53% +5.53% +10.3% +4.04% +3.03% +11.0% +12.8% +13.1% +20.8% +7.28% +6.40%

60 Daniel Gruss — Graz University of Technology



Conclusion www.tugraz.at

• Decade-old problems like Rowhammer can be solved with

principled security

• Adding security can increase efficiency
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