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https://sdgs.un.org/goals
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https://sdgs.un.org/goals
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11 Targets



*https://sdgs.un.org/goals/goal12#targets_and_indicators
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Target ґҒӆҕӈ ӓBy 2030, 
substantially reduce waste 
generation through 
prevention, reduction, 
recycling and L?OM?ӔӲ

11 Targets



https://sdgs.un.org/goals/goal12#progress_and_info
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substantially reduce waste 

E-Waste

ӓ)H ҒҐґҙӇ NB? ;GIOHN I@ ?-
waste generated was 7.3 kg per 
capita, with only 1.7 kg per 
capita documented to be 
managed in an 
environmentally sustainable 
G;HH?Lӆ ӪӊӫӲӔ



*https://sdgs.un.org/goals/goal12#progress_and_info
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E-Waste

waste 

ӓӪӊӫ %-waste generation is 
expected to grow by 0.16 kg 
per capita annually to reach 9 
kgJ?L =;JCN; CH ҒҐғҐӆӔӲ



Prevention, Reduction, Recycling and Reuse
ӤDesign for durability

ӤFavorrepairoverreplacement

ǓIn Design

ǓIn Use

ӤBeyondrepair: Improvement

ǓUpgrade

ǓRetrofit

ӤAnticipateand encouragerepurposing

ӤHowarethesegoalscurrentlyenforced?
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1. UN SDG 12: ResponsibleProduction and Consumption
2. Product Obsolescenceand the legal Framework in the EU
3. Domain SpecificChallengesof IoTRetrofitting
4. SerIoT: An Interface for Upgradeability-by-Default
5. Towardsa Right to Improve
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Product Obsolescencein Household Appliances

Ӥ/<MIF?M=?H=?ӈ Ӕ4B? JLI=?MM IL @;=N I@ <?=IGCHA I<MIF?N? IL ION>;N?>Ӈ IL I@ @;FFCHA CHNI >CMOM?ӆӔӲ

ӤProductobsolescenceis inevitable

ǓDurabilityof materialsand parts

ǓTechnological advancement: Safety, efficiency, featuresӇ ӊ

ǓFashion

ĄDesignfor obsolescence: efficient use of resources

ӤPlannedobsolescence: prematurefailuredue to deliberatedesign flaws

ӤNewphenomenon: Software-based obsolescence

ǓLack of (security) updates
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* Per theOxford Dictionary



The Bathtub Curveof Device Failure Rate over Time
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FailureRate

Time



The Legal Framework in the EU
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The Legal Framework in the EU
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Takeaways

ӤObsolescenceis inevitableand designedfor
ǓFailurerates/ obsolesceneincidencecanbemodeledwith theӖBaththubcurveӓ

ӤThe EcodesignDirective
ǓMandates parametersfor appliancedesign
ǓAppliesto specificproductcategoriesonly

ӤThe Sale of GoodsDirective
ǓProtectsconsumersfor two yearsafter a sale
ǓConcernsvendors, not manufacturers

ӤThe Right to Repair
ǓIsyetto comeand will onlyapplyto EcodesignDirectivecategories
ǓEntitlesconsumersto receivea repairservice
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The legal framework handlesproduct obsolescencein the EU.
How canComputer Science contribute beyond that?
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3. Domain SpecificChallengesof IoTRetrofitting
4. SerIoT: An Interface for Upgradeability-by-Default
5. Towardsa Right to Improve



The (Residential) Internet of Things
ӤӖ.etworkof physical objectsӞӓNBCHAMӔӞthat are embedded with sensors, 

software, and other technologies for the purpose of connecting and 
?R=B;HACHA >;N; QCNB INB?L >?PC=?M ;H> MSMN?GM IP?L NB? CHN?LH?NӔӲ

ӤResidential IoT: Smart Home
ǓӖ3G;LNӓ (IOM?BIF> appliances

ǓRemote controland monitoring

ǓHome automation
ǓCompetingstandards

ǓCompetingmanufacturers

ǓSelectivecross-integrations
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*https://www.oracle.com/internet-of-things/what-
is-
iot/#:~:text=What%20is%20IoT%3F,and%20system
s%20over%20the%20internet.



IoTRetrofitting ӝwhat is it , and why?
ӤOutfitting existing, oftenunpreparedapplianceswith IoTTechnology
ǓNetwork modules
ǓSensors
ǓActuators

ӤObservedmostlyin Industrial context
ǓFabricationmachinery
ǓIndustry 4.0
ǓAppliancesaresignificantinvestment
ǓDelayingobsolescencemotivatedfromeconomicview

ӤConsumer-grade IoTretrofitting

ӤGoal: Prolongtheusephaseof an applianceasopposedto replacingit with a 
new, smart one
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Domain SpecificChallengesof IoTRetrofitting: ThreeCase Studies

ӤDomains:

1. Physical

2. Electronic

3. Digital

ӤPreconditions: Test subjectisa motivatedcomputerscientistor developer, not a domainexpert.

ӤMethod: Autoethnographyof theprocess(self, supervised, and online-sourced)

ӤLimitations: thechallengesareonly theonesweidentifiedfor the targetdemographic(theremay
bemanymore)
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Case Study I: PhysicalIoTRetrofitting

ӤPhysicaluserinterface components: 

ǓButtons, levers, knobsand gears

ӤTarget: Heatingcontrolpanel

ӤMotivation: Conserveenergy(fix inefficientprogramming)
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Case Study I: PhysicalIoTRetrofitting

ӤSteps:

1. Analyzethe interface ă

2. Identifynecessaryelements

3. Find compatiblehardware

4. Buildcustomsolution(HW and SW)
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Case Study I: PhysicalIoTRetrofitting

ӤSteps:

1. Analyzethe interface

2. Identifynecessaryelementsă

3. Find compatiblehardware

4. Buildcustomsolution(HW and SW)

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 25

Power
Button

Status LED



Case Study I: PhysicalIoTRetrofitting

ӤSteps:

1. Analyzethe interface

2. Identifynecessaryelements

3. Find compatiblehardwareă

4. Buildcustomsolution(HW and SW)
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Case Study I: PhysicalIoTRetrofitting

ӤSteps:

1. Analyzethe interface

2. Identifynecessaryelements

3. Find compatiblehardware

4. Buildcustomsolution(HW and SW) ă
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Case Study I: PhysicalIoTRetrofitting

ӤSteps:

1. Analyzethe interface

2. Identifynecessaryelements

3. Find compatiblehardware

4. Buildcustomsolution(HW and SW) 

ӤResult:

ǓA complexprototype consistingof multiple interlinkedHW components
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Case Study I: Domain SpecificChallenges
ӤComplexity

ǓRequirescreativecross-domain approach

ǓRequiresmultiple different HW and SW components

ӤFunctionalimpact

ǓSolution may obstruct original UI

ӤAesthetic impact

ǓSolution impairs appearance of appliance

ӤSpecificsolution

ǓSolution has to be custom fitted to appliance
ǓSolution is not functionally generic
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Case Study II: Electronic IoTRetrofitting

ӤElectronic interfaces: 
ǓElectricalcontacts, interceptionof voltages

ӤTarget: Espresso maker

ӤMotivation: Extendfeature set, delayobsolescence

$IHӑNtry thisat home! 
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Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypointă

2. Measureand documentelectronic signals

3. Reverse engineermeaningof electronic signals

4. Reproduceelectronic signals

5. BuildcustomSW solution
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Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypoint

2. Measureand documentelectronic signalsă

3. Reverse engineermeaningof electronic signals

4. Reproduceelectronic signals

5. BuildcustomSW solution
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Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypoint

2. Measureand documentelectronic signals

3. Reverse engineermeaningof electronic signalsă

4. Reproduceelectronic signals

5. BuildcustomSW solution
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Single espressobutton pressed



Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypoint

2. Measureand documentelectronic signals

3. Reverse engineermeaningof electronic signals

4. Reproduceelectronic signalsă

5. BuildcustomSW solution

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 34

ESP
Microcontroller



Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypoint

2. Measureand documentelectronic signals

3. Reverse engineermeaningof electronic signals

4. Reproduceelectronic signals

5. BuildcustomSW solutionă
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Case Study II: Electronic IoTRetrofitting

ӤSteps:

1. Find suitableentrypoint

2. Measureand documentelectronic signals

3. Reverse engineermeaningof electronic signals

4. Reproduceelectronic signals

5. BuildcustomSW solution

ӤResult:

ǓA softwareprototype for ESP microcontrollers
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Case Study II: Domain SpecificChallenges
ӤMeasureability

ǓRequiresspecializedhardware(oscilloscope/logicanalyzer)

ӤReverse engineering

ǓRequirespatienceand precision

ӤSignal reproducability

ǓSolution componentshaveto beableto reproduceoriginal signal(analog and digital)

ӤSpecificsolution

ǓSoftware isspecificto appliance(model)
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Case Study III: Digital IoTRetrofitting (ExtendingWork 
by Jirkǘ*)

ӤDigital Interfaces: Serial ports, wirelessports, APIs

ӤTarget: Soundbarspeaker

ӤMotivation: Add Features, delayobsolescence

*seealso https://wejn.org/tags/#yas_207
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https://at.yamaha.com/de/products/audio_visual/sound_bar/yas-207/index.html



Case Study III: Digital IoTRetrofitting

ӤSteps:

1. Identifyinterface ă

2. Interceptcommunication

3. Reverse engineerprotocol

4. BuildcustomSW solution
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Bluetooth Classic ăĄBLE



Case Study III: Digital IoTRetrofitting

ӤSteps:

1. Identifyinterface

2. Interceptcommunicationă

3. Reverse engineerprotocol

4. BuildcustomSW solution
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Case Study III: Digital IoTRetrofitting

ӤSteps:

1. Identifyinterface

2. Interceptcommunication

3. Reverse engineerprotocolă

4. BuildcustomSW solution
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Case Study III: Digital IoTRetrofitting

ӤSteps:

1. Identifyinterface

2. Interceptcommunication

3. Reverse engineerprotocol

4. BuildcustomSW solutionă
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Case Study III: Digital IoTRetrofitting

ӤSteps:

1. Identifyinterface

2. Interceptcommunication

3. Reverse engineerprotocol

4. BuildcustomSW solution

ӤResult:

ǓSoftware prototype for anyplatformdependingon programminglanguage
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Case Study III: Domain SpecificChallenges

ӤInterception of communication

ǓRequiresproductadherenceto documentedstandards

ǓRequirescompatiblehardware(easy to comeby)

ӤProtocol reverse engineering

ǓRequiresspecializedprogrammingskillsor example

ǓRequiresprotocol to not beencrypted

ӤGenericity of Result

ǓSolution not genericdue to prioritization of own use case & lack of standardization (but 
appropriable)

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 44



Takeaways:
ӤIoTretrofittingoftenrequiresspecializedhardwareand skills

ӤDifferent domainsfor retrofittingprojectshavedifferent requirements

ӤPhysical:
ǓCross-domain thinking
ǓDifferent sensors/actuators

ӤElectronic:
ǓSpecializedhardware
ǓSignal reproducability

ӤDigital:
ǓProtocol readability
ǓStandard adherence

ӤGlobal challenge: Solutions lack genericity
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Weestablished: IoT retrofitting of legacyhardware is challenging.
But what about current IoTdevices?
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1. UN SDG 12: ResponsibleProduction and Consumption
2. Product Obsolescenceand the legal Framework in the EU
3. Domain SpecificChallengesof IoTRetrofitting
4. SerIoT: An Interface for Upgradeability-by-Default
5. Towardsa Right to Improve



SerIoT: The Interface that speaksUgradeability by Default

The correspondingpaperwill beavailablein the ACM-DL soon.
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Problem 1:
Growingcomplexityof IoTsystems
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Problem 2:
Growingdependenceof IoTsystems
on manufacturercloudservices



31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 59

Thing

Thing

Thing

Thing

Gateway

Thing

Mediator Middleware



31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 60

Thing

Thing

Thing

Thing

Gateway

Thing

Mediator Middleware

This is
dissatisfying



31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 61

Thing

Thing

Thing

Thing

Gateway

Thing

Mediator Middleware

This is
dissatisfying

Problem 3:
Growingfragmentationof IoTSystems



The ConventionalӖ4BCHAӓ
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WePropose: 
A Separation of Concerns
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WePropose: 
A Separation of Concerns
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WePropose: 
A Separation of Concerns
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Comm
Module

Thing

Introducing
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SerIoT



Overview
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DESIGN IMPLEMENTATIONSTATE OF THE ART



PhysicalProtocol

ӤSimple low-voltageserialport

ӤBasedon Universal AsynchronousReceiver-Transmitter (UART)

ӤSupported bymanymicrocontrollersand otherhardware

ӤCan be interfacedfromPC with simple adapter

ӤConnector wouldneedto bestandardizedin the future

ӤĄHigh compatibilityand readilyavailablehardware
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Logical Protocol
ӤASCII-based

ӤHuman readable

ӤJSON

ӤӖstartӓ-commandto requestdevicedescription

ӤAround 128 bytes per interaction affordance

ӤĄAnything needed to operate the interface
is provided by the interface itself

ӤĄClient devicescanalwaysbedevelopedanew
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Data Model

ӤBasedon theWeb of Thingsӑ 4BCHAM $?M=LCJNCIH

ǓActions

ǓProperties

ǓEvents

ĄSimple and comprehensible

ĄPotential for Integration with WoTTechnologies
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Device Adaptation Layer

ӤSerIoTneedsDevice Adaptation Layer (DAL) code to accessactualdevice
functions

ӤCallablefunctionsarerequiredfor the interactionaffordanceswithin the
DAL

ӤMappedto the frameworkand SerIoTwith gluecode

ĄThe DAL-Code is interchangeableand anyArduino-compatible
retrofittingprojectcanbeintegratedwith SerIoT
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Client
ӤConnectsto theSerIoTinterface

ӤCan beanything
ǓAlternative physicaluserinterface (e.g. for Accessibility)

ǓUse anycommunicationstandard(e.g. LoRa, ZigBee, Ethernet)

ӤNeeds to mapSerIoTdevicedescriptionto own communication-
orienteddatamodel

ĄConsumerscanselectserviceprovidersand communication
technologies

ĄManufacturerbankruptcyscenariosidestepped
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Implementation: The Big Picture
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ӤImplantfor espressomaker

ǓFramework in Arduino C++

ǓGluecode

ǓPre-existingdevicespecificDAL code

ӤClient devicewith WiFi

ǓConfigurablevia WiFi hotspot

ǓMQTT astransportprotocol

ǓSupports Home AssistantMQTT autodiscovery

ǓGeneric: wouldworkon anySerIoTinterface



Evaluation
ӤProof of concept

ĄSuccessfulestablishmentof communication
betweenHome Assistantand DAL

ӤEvaluation of resourceconsumptionon microcontroller

ǓRAM

ǓFlash

ĄMinimum overheadcomparedto DAL only

ĄNegative overheadcomparedto original DAL with webserveron 
Microcontroller
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Takeaways:
ӤSerIoTprovidesUpgradeabilitybyDefault

ǓHuman readability& selfdescription

ǓBasic protocols
ǓBasic datamodel

ǓAccessibleinterface

ӤSerIoTisretrofit-friendly

ǓFramework isopen source

ǓFramework isdesignedto incorporateforeigncode

ӤSerIoTenablescompetitionfor IoTservices

ǓOpen local interface allowsfor developingnewadaptersand services

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page 76



GoingForward?



1. UN SDG 12: ResponsibleProduction and Consumption
2. Product Obsolescenceand the legal Framework in the EU
3. Domain SpecificChallengesof IoTRetrofitting
4. SerIoT: An Interface for Upgradeability-by-Default
5. Towardsa Right to Improve



RememberThe Legal Framework in the EU?
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The Legal Framework in the EU missesthe IoT
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The Legal Framework in the EU missesthe IoT
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The Legal Framework in the EU missesthe IoT
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A Right to Improve
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Towardsa Right to Improve

ӤSystematicreview of academicliterature

ӤScreenedover400 Sources in

ǓACM-DL

ǓIEEEXplore

ӤAnalyzedover80 Sources in-depth

ǓForargumentssupportinga Right to Improve
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Evidencesupporting a Right to Improve

ӤTechicalfeasibility

ǓCase studies& SerIoTabove

Ǔ(Industrial) IoTretrofittingin literature

ӤUser desires in literature

ǓDesireof userstoӖcomposeӓ MG;LN homedevices

ǓFailureof currentsmart homesystemsto support specificusecases
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How could a Right to Improve look like?

Manufacturer Obligation

ӤAnalogousto theEcodesignDirective

ӤMandate of Interface

ӤInterface specifications

ӤSee also: USB-C charginginterface for mobile 
phones

Consumer Right

ӤAnalogousto the Right to Repair

ӤConsumer entitlementto accessibleinterface

ӤMore freedomin design

ӤAbstractionleavesScopeopen
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Conclusion! Today, SIOӑP?heard about:
ӤThe SDG #12 and someaspectsof howtheEU hopesto furtherit

ǓBut wecanactbeyondthat!

ӤProductobsolescenceand theӖBathtubcurveӓ

ǓNoӖ4BCHAӓ lastsforever

ӤRetrofitting IoTcapabilitiesto householdappliances

ǓAddingfeaturesisalreadypossible, but challenging

ӤSerIoT, an interface for retrofittingand upgradeabilityfor IoTdevices

ǓAn alternative technologicalpath

ӤOurvisionfor a Right to Improve

ǓA Vision, foundedin a systematicreview of academicliterature*
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*and to appearin Frontiers in the Internet of Things (currentlyunderreview)



Special Thanksto:
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Thankyou for your attention !
Kaspar Lebloch, kaspar.lebloch@univie.ac.at
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The SerIoTFramework isavailable
asOpen Source Software on GithubĄ

https://github.com/harryf98/Device-Framework


