Harnessing Untapped Potentials in the Internet of Things:
Retrofitting and Upgradeabillity

Public Lecture Series: Sustainability in Computer Science

Kaspar Lebloch




Kaspar LeblocBScMSc
UniversityAssistanPraeDoc and PhD Student
Research Groupooperativesystems
Facultyof Computer Science

Universityof Vienna
kaspar.lebloch@univie.ac.at

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page2


mailto:kaspar.lebloch@univie.ac.at

1. UN SDG 1ZResponsibleProduction and Consumption

2. Product Obsolescenceand the legal Framework inthe EU
3. DomainSpecificChallengesof |oT Retrofitting

4. SerloT. An Interfacefor Upgradeability-by-Default

5. Towardsa Rightto Improve

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page3



1. UN SDG 1ZResponsibleProduction and Consumption




SUSTAINABLE £ &
DEVELOPMENT \J %un’ ALS

NO ZERO GOOD HEALTH QUALITY GENDER CLEAN WATER
POVERTY HUNGER AND WELL-BEING EDUCATION EQUALITY AND SANITATION

T dil /e | NI @'

DECENT WORK AND INDUSTRY, INNOVATION 1 REDUCED SUSTAINABLE CITIES 1 RESPONSIBLE
ECONOMIC GROWTH AND INFRASTRUCTURE INEQUALITIES AND COMMUNITIES CONSUMPTION

o AND PRODUCTION

| ]
v E
1 3 CLIMATE 1 LIFE 15 LIFE 1 6 PEACE, JUSTICE 1 PARTNERSHIPS
ACTION BELOW WATER ON LAND AND STRONG FOR THE GOALS

INSTITUTIONS
' -—
https://sdgs.un.org/goals

31.01.2024 Public Lecture Series: Sustainability in Computer Science Pageb




12 RESPONSIBLE
CONSUMPTION

AND PRODUCTION

https://sdgs.un.org/goals

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page6



12 RESPONSIBLE
CONSUMPTION

AND PRODUCTION

11 Targets

https://sdgs.un.org/goals

31.01.2024 Public Lecture Series: Sustainability in Computer Science Page7



12 RESPONSIBLE [maikad i

CONSUMPTION Fargett F 1K 20308
AND PRODUCTION subgtantially gaduce waste

generation through

prevention reduction,
recyclingand. ? OM? &Y

*https://sdgs.un.org/goals/goall2#targets_and_indicators

31.01.2024 Public Lecture Series: Sustainability in Computer Science Pages



12 RESPONSIBLE ke
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Prevention, Reduction, Recycling andReuse
VIDesigrfor durability

IFavoirepairoverreplacement
Uln Design
Uln Use

IBeyondrepair. Improvement
U Upgrade
U Retrofit

IAnticipateand encouragerepurposing

IHowarethesegoalscurrentlyenforced
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Product Obsolescencan HouseholdAppliances
W <Ml F?M=?H=2?2y A&A4B? JLI=?MM I L @ =N |1 @ <?-=

IProductobsolescencésinevitable

UDurabilityof materialsand parts
UTechnologicahdvancementSafety efficiencyfeaturey H
UFashion

A Designfor obsolescence: efficient use of resources
IPlannedobsolescenceprematurefailuredueto deliberatedesignflaws

INew phenomenonSoftware-based obsolescence
ULack of (security) updates

* Perthe Oxford Dictionary
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The Bathtub Curveof DeviceFailure Rateover Time
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Takeaways

VIQbsoIescencés Inevitableand designedor §
UFailurerates/ obsolescenencidencecanbe modeledwith the BBaththubcurva

ITheEcodesigrDirective

L}Mandatesparameters‘or appliancedesign
UAppliesto specificoroductcategorieonly

The Salef GoodsDirective
UProtectsconsumerdor two yearsafter asale
UConcernsrendors notmanufacturers

IThe Righto Repair

L:Jlsyetto comeand willonly applyto EcodesigrDirectivecategories
UEntitlesconsumerdo receivearepairservice

31.01.2024 Public Lecture Series: Sustainability in Computer Science Pagel7



ge7n universitat
—_wilen

The legalframework handles product obsolescencein the EU.
How can Computer Sciencecontribute beyond that ?
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3. DomainSpecificChallengesof IoT Retrofitting
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The (Residential) Internetof Things

VIE etworkof physical objec8a N B G tha#t Membedded with sensors,
software, and other technologies for the purpose of connecting and
?R=B; HACHA >; N; QCNB I NB?L >?PC=?M ; H> MSNM

/IResidentialoT: Smart Home
UE3G; LN&a @appli@aidesBl F >
URemotecontrol and monitoring
UHomeautomation
UCompetingstandards
UCompetingmanufacturers
USelectivecrossintegrations

*https://www.oracle.com/internebf-things/what

is-
iot/#:~:text=What%20is%2010T%3F,and%20system
s%200over%20the%20internet.
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loT Retrofitting »xwhat is it, andwhy?

Outfitting existing often unpreparedapplianceswith loT Technology
UNetworkmodules
USensors
UActuators

IObservednostlyin Industrialcontext
UFabricationmachinery
Ulndustry 4.0
UAppliancesaresignificantinvestment
UDelayingobsolescencenotivatedfrom economicview

IConsumeigradeloT retrofitting

IGoal:Prolongthe usephaseof an applianceasopposedto replacingit with a
new, smartone
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Domain SpecificChallengesof 0T Retrofitting: Three Case Studies

IDomains:
1. Physical
2. Hectronic
3. Digital

IPreconditions Testsubjectis a motivatedcomputerscientistor developernot adomainexpert
IMethod:Autoethnographyf the process(self supervised and onlinesourced

Limitations the challengesareonly the onesweidentifiedfor the targetdemographidtheremay
be manymore)
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Case Study IPhysicalloT Retrofitting

IPhysicaliserinterfacecomponents
UButtons,levers knobsand gears

/ITargetHeatingcontrol panel
IMotivation:Conservenergy(fixinefficientprogramming

PLUS Fe'atu res Activateg

( 19 }

Please Get a Licerige
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Case Study IPhysicalloT Retrofitting

" Temperature

Temperature Setting
) Controls
1Steps
1. Analyzdheinterfacea
2. ldentifynecessarglements BPL?t‘t’;if
3. Findcompatiblehardware
4. Buildcustomsolution(HW and SW)
M Status LED
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Case Study IPhysicalloT Retrofitting

/ISteps
1. Analyzeheinterface

2. ldentifynecessarglementsa
3. Findcompatiblehardware
4. Buildcustomsolution(HW and SW)

M Status LED
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BluetoothActuator
_— Temp-
Sensor

Case Study IPhysicalloT Retrofitting

/ISteps
1. Analyzeheinterface Photoresistor
2. ldentifynecessarglements

3. Findcompatiblehardwarea

4. Buildcustomsolution(HW and SW)

ESP
— Micro
Controller
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Case Study IPhysicalloT Retrofitting

/ISteps
1. Analyzeheinterface
2. ldentifynecessarglements
3. Findcompatiblehardware
4. Buildcustomsolution(HW and SV@)
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Case Study IPhysicalloT Retrofitting

/ISteps

1. Analyzeheinterface

2. ldentifynecessarglements

3. Findcompatiblehardware

4. Buildcustomsolution(HW and SW)

g

L e

/Result e

UAcomplexprototype consistingof multiple interlinkedHWcomponents
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Case Study I: DomaispecificChallenges
IComplexity

URequiresreativecrossdomainapproach
URequiresmultiple different HW and Stémponents

IFunctionalimpact
USolution may obstruct original Ul

IAesthetic impact
USolution impairs appearance of appliance

ISpecificsolution
USolution has to be custom fitted to appliance
USolution is not functionally generic
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Case Study lI: ElectronitoT Retrofitting

VElectronidnterfaces
UElectricalcontacts interceptionof voltages

ITarget: Espressoaker
/Motivation:Extendfeatureset, delayobsolescence

$ | HritNisathome
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Case Study lI: ElectronitoT Retrofitting

Lowvoltagefront panel
cable

1Steps

1. Findsuitableentrypointa
Measureand documentelectronicsignals
Reversengineemeaningof electronicsignals
Reproduceelectronicsignals
BuildcustomSWsolution

o bk W
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Case Study lI: ElectronitoT Retrofitting

) Y-Cable (Interceptor)
1Steps

1. Findsuitableentrypoint

2. Measureanddocumentelectronicsignalsa
3. Revers@ngineemeaningof electronicsignals
4. Reproduceelectronicsignals
5. BuildcustomSWsolution Electrical
Probes
Logic
Analyzer
A
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Case Study lI: ElectronitoT Retrofitting

+70 us +80 ps +90 ps +10 ps +20 pys

1Steps

1. Findsuitableentrypoint
Measureand documentelectronicsignals
Reversengineemeaningof electronicsignalsa
Reproduceelectronicsignals
BuildcustomSWsolution

ok W
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Case Study lI: ElectronitoT Retrofitting

1Steps

1. Findsuitableentrypoint
Measureand documentelectronicsignals
Reversengineemeaningof electronicsignals
Reproduceelectronicsignalsa
BuildcustomSWsolution

a bk W

ESP
Microcontroller
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Case Study lI: ElectronitoT Retrofitting

/1Steps
1. Findsuitableentrypoint
2. Measureanddocumentelectronicsignals
3. Revers@ngineemeaningof electronicsignals
4. Reproduceelectronicsignals
5. BuildcustomSWsolutiona

@ Retrofitting_Modul_Delonghi_Kaffeevollautomat | Arduino 1.8.19 (Windows Store 1.8.57.0) - m} X

File Edit Sketch Tools Help

Retrofiting_Modul_Delonghi_Kaffeevollautomat
war
<ESPB266WiFi.h>
<WiFiClient.h>
<ESPB2€EWebServer.h>
<ESP8266mDNS. h>

7 sincePrint;

| checkpoint = 0;
pattern = 0;
signal_after pattern_begins = 0;
duration_signal = 0;

k check_initial 0;

0;

L one_cup_led = 0;
bool double cup led = 0;
bool steam_led 0;

bool eco_led =
k
b
k
k

1 water_led = 0;
bowl_led = 0;

1 attention led = 0;
temp_led = 0;

eingabe*";

ESP8266WebServer server (80);

id get_one_cup_state () {
get_state();

server.send (200, "text/
resetstates();

10 (one_cup_led) +"\"}");

id get_double_cup_state(){
get_state();

server.send (200, “"text/json", "{\"do
resetstates();

j(double_cup_led)+"\"}");

i get_eco_state(){
get_state();
server.send (200, "text/json®, "{\"eco_state\": \""+String(eco_led)+"\"}");

resetstates();

void get_water_state() (
get_state();

server.send (200, "text/json", e\ ""+string (water led)+"\"}");
resstStates();
}
void get_bowl_state(){
get_state();
server.send (200, “"text/json", \"m4string (bowl_led)+"\"}");

resstStates();
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Case Study lI: ElectronitoT Retrofitting

/1Steps

CORTINA

1. Findsuitableentrypoint

2. Measureanddocumentelectronicsignals

3. Reverse@ngineemeaningof electronicsignals
4. Reproduceelectronicsignals

5. BuildcustomSWsolution

/IResult
UAsoftwareprototypefor ESPmicrocontrollers
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Case Study |I: DomaispecificChallenges
IMeasureability

URequirespecializechardware(oscilloscopélogic analyzey

/IReversengineering
URequiregatienceand precision
/ISignalreproducability
USolutioncomponentshaveto be ableto reproduceoriginalsignal(analog and digital)

ISpecificsolution
USoftwareis specificto appliance(model)
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Case Study lll: DigitaloT Retrofitting (Extending Work
by Jirk U*)

IDigital Interfaces: Seriabrts, wirelessports, APIs
/ITarget:Soundbarspeaker

IMotivation: Add Featuredelayobsolescence

https://at.yamaha.com/de/products/audio_visual/sound_bar/ya87/index.html

*seealso https://wejn.org/tags/#yas_ 207
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Case Study lll: DigitaloT Retrofitting

wien

/ISteps

1.

2.
3.
4

|dentifyinterfacea

Interceptcommunication
Reversengineermrotocol
Build customSWsolution

Bluetooth Classia A BLE
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Case Study lll: DigitaloT Retrofitting

/ISteps

1.

2.
3.
4

|dentifyinterface
Interceptcommunicationa
Reversengineermrotocol
Build customSWsolution
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Case Study lll: DigitaloT Retrofitting

/ISteps

1.

2.
3.
4

|dentifyinterface
Interceptcommunication
Revers@ngineermrotocola
Build customSWsolution
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Case Study lll: DigitaloT Retrofitting

/ISteps

1.

2.
3.
4

|dentifyinterface
Interceptcommunication
Reversengineermrotocol
Build customSWsolutiona

31.01.2024 Public Lecture Series: Sustainability in Computer Science

Paged2



Case Study lll: DigitaloT Retrofitting

/ISteps
1. Identifyinterface
2. Interceptcommunication
3. Reversengineeiprotocol
4. BuildcustomSWsolution

/IResult
USoftware prototypdor anyplatformdependingon programminglanguage
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Case Study lll: DomaispecificChallenges

Vlnterceptionof communication
URequireproductadherenceio documentedstandards
URequiresompatiblehardware(easyto comeby)

IProtocol reverse engineering
URequiresspecializedprogrammingskillsor example
URequiregprotocolto not be encrypted

/1 Genericity of Result

USolution notgenericdueto prioritization of own use case & lack of standardization (but
appropriable)
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Takeaways:

loTretrofitting often requiresspecializechardwareand skills
/1 Differentdomainsfor retrofitting projectshavedifferentrequirements
IPhysical

UCrossdomainthinking

UDifferentsensorgactuators

VElectronic
USpecializechardware
USignalreproducability

/IDigital
UProtocolreadability
UStandardadherence

/1 Globalchallenge Solutions lackenericity
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Weestablished: |oT retrofitting of legacyhardware is challenging.
But what about current 10T devices?
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4. SerloT. An Interfacefor Upgradeability-by-Default
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SerloT. The Interfacethat speaksUgradeability by Default

wniversitat
wien

SerloT: The Interface that speaks Upgradeability by Default

By Kaspar Lebloch and Albert Rafetseder

Thecorrespondingoaperwill be availablein the ACMDLsoon
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Thing Gateway Mediator Middleware

Thing

Thing

MetaMediator

Thisisgetting
out of Hand!
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Thisisgetting

Thing
g out of Hand!
Thing > Gateway a Mediator Middleware
Thing
Thing ’
MetaMediator -
Thing
——
Thing > Gatoway < Mediator Middleware
Thing P .
oblem 1
— r m 1.

Growingcomplexityof loT systems
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. Nowa
Thing .
paperweight
Thing .
Gateway Mediator Middleware

Thing -

Thing

Thing
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| paidfor this!
. Nowa
Thing .
paperweight
Thing
Gateway Mediator Middleware .

Thing -

Thing

Thing
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| paidfor this!
. Nowa
Thing .
paperweight
Thing
Gateway Mediator Middleware '

Thing -

Thing

Problem 2:
Growingdependenceof loT systems
on manufacturercloudservices

Thing
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Thisis
dissatisfyin
Thing fying

Thing

Gateway Mediator Middleware .

Thing -

Thing

Thing
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Thisis
dissatisfyin
Thing /\ fying
Thing '
Gateway Mediator Middleware

Thing -

Thing

Problem 3:

Thi
- Growingiragmentationof loT Systems
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TheConventionalE 4 BCHA a

Relais
LED

Motor
Sensor

Thing

Security

Communication

Service

tight integration
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WePropose
A Separationof Concerns

Motor Relais

Thing

Sensor

LED

Security ~ Service

Comm
Module

Communicatio
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WePropose
A Separationof Concerns

Motor

Security ~ Service

Comm
Module

Communicatio

Relais
Thing

Sensor

LED

PHYSICAANA DIGITAL

Capabilities
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WePropose
A Separationof Concerns

Motor

Security ~ Service

Comm
Module

Communicatio

Relais
Thing

Sensor

LED

IMMUTABL&NdDYNAMIC

Properties
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Introducing

. SerloT / con

11Ng Moc
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Overview

STATE OF THE ART DESIGN IMPLEMENTATI

Appliance
Tvpical Network protocols a ¢ Buttons, LEDs, interfaces Ef‘ﬁ,ﬂrizfﬂ
ypica : _
loT appliance Device Adaptaton | | _ _
® Framework | Esps266 implant !
SerloT interface | |
| = = = .= p - — — ,-E — _I lﬂ' Self-describing protocol ¢ ﬁ Serial port SerlnTiinterface
Integ rated netwo
: interface | © client (e.q. network adapter) ESPO1 WLAN
MQTT. CofP, HTTPU WLAN, Bluetooth, ZigBee, LoRa MQTT to/from HomeAssistant
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Physical Protocol

ISimplelow-voltageserialport

IBasedon UniversafsynchronoufeceiveiTransmitter (UART)
ISupportedby manymicrocontrollersand otherhardware
ICanbe interfacedfrom PCwith simpleadapter
IConnectomwould needto be standardizedn the future

1A Highcompatibilityand readilyavailablehardware

31.01.2024 Public Lecture Series: Sustainability in Computer Science
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Logical Protocol

IASCtbased

IHumanreadable

NISON

/Bstartt:commandto requestdevicedescription
iAround 128 bytes per interaction affordance

A Anything needed to operate the interface
IS provided by the interface itself

/1A Clientdevicescanalwaysbe developedanew

nadie 1%

"name": "Espresso Maker",
"model": "Caffe Cortina",
"manufacturer": "DelLonghi",

"description": "Automatic Espresso maker with steam wand",

"properties": [
{
"title": "eco_state",
"description”: "The Machine is in Eco State",
"type": "bool"

"title": "attention_state",

"description": "There is a problem, check the Machine",

"typell: llboolll
SR

"actions": [
{
"title": "turn_on",
"description”: "Turn on the Espresso Maker"
}
{
"title": "single_espresso",
"description": "Make a single Espresso"
] .
]

31.01.2024 Public Lecture Series: Sustainability in Computer Science
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Data Model .
] L _ Thing
IBasedontheWebofThinge 4 BCHAM $?M=LCJ NI

UActions | | |

UProperties Action lPropertyll Event
UEvents

A Simple anccomprehensible

A Potentialfor Integrationwith WoTTechnologies
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Device Adaptation Layer

ISerloTheedsDevice Adaptation Layer (DAL) ctiwlaccessactualdevice
functions

/ICallablefunctionsarerequiredfor the interactionaffordanceswithin the
DAL

IMappedto the frameworkand SerloTwith gluecode

A The DAiCodeisinterchangeableandanyArduinacompatible
retrofitting projectcanbe integratedwith SerloT

31.01.2024 Public Lecture Series: Sustainability in Computer Science Pager2



Client

/IConnectdo the SerloTinterface

ICanbe anything
UAlternativephysicaluserinterface (e.gfor Accessibility
UUseanycommunicationstandard(e.g.LoRa ZigBee, Ethernet

INeedsto map SerloTdevicedescriptionto own communication
orienteddatamodel

A Consumerganselectserviceprovidersand communication
technologies

A Manufacturebankruptcyscenariosidestepped
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Implementation: The Big Picture

Vimplantfor espressanaker
UFramework in Arduino C++
UGIluecode

UPreexisting devicespecificDAL code

VIClientdevicewith WiFi
UConfigurablevia WiFhotspot
UMQTTastransportprotocol
USupports Home\ssistanMQT Tautodiscovery
UGenericwould workon anySerloTinterface ESPOT CLIENT
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Evaluation

IProofof concept

A Successfugstablishmenbfcommunication
betweenHomeAssistanand DAL

Part SLOCs RAM Flash
Model only 222 - -
Model + SerloT 261 28.1KB  265KB
Glue code 15 - -
DAL 408  28.0KB  260KB
Full implementation 684 29.5KB 280KB
Original retrofit 343  29.2KB  302KB

VIEvaluationof resourceconsumptionon microcontroller

URAM
UFlash
A Minimumoverheadcomparedto DALonly

A Negativeoverheadcomparedto original DAkvith webserveon

Microcontroller

our Framework, compared to original retrofit

Table 1: Source code, memory, and storage consumption of

31.01.2024 Public Lecture Series: Sustainability in Computer Science
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Takeaways:

/ISerloTprovidesUpgradeabilitypy Default
UHumanreadability& selfdescription
UBasicprotocols
UBasicdatamodel
UAccessiblénterface

ISerloTisretrofit-friendly
UFrameworks open source
UFrameworkis designedto incorporateforeigncode

/ISerloTenablescompetitionfor loT services
UOpenlocalinterfaceallowsfor developingnewadaptersand services
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GoingForward?
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5. Towardsa Rightto Improve




Eco
Design
Directive

Sale

Goods
Direc-
tive

Right
to
Repair

Time
Device Device Device
inception enters physically
market fails
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Sale
Eco of Right
Design Goods to
Directive Direc- Repair
tive

\f\/\/ Time

Device Device Potential Device
inception enters dissatisfaction or physically
market cloud failure fails
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Eco
Design
Directive

\’V\/ Time

Device Device Potential Device
inception enters dissatisfaction or physically
market cloud failure fails

31.01.2024 Public Lecture Series: Sustainability in Computer Science PageB1



Lniversitat
wien

Sale
Eco of Right
Design Goods to
Directive Direc- Repair
tive

\f\/\/ Time

Device Device Potential Device
inception enters dissatisfaction or physically
market cloud failure fails
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A Rightto Improve

Sale
Eco of
Design Goods
Directive Direc-
tive

Device
inception

Device
enters
market

Our Vision:
A Right to Improve

T e o e o m— o e o e m— — —

Potential
dissatisfaction or
cloud failure

Right
to
Repair

Device
physically

fails

Time
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Towardsa Rightto Improve
/ISystematiaeviewof academiditerature

IScreenedver400 Sources in
UACMDL
UIEEEXplore

IAnalyzedbver80 Sources hlepth
UForargumentssupportinga Righto Improve
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Evidencesupporting a Rightto Improve

ITechicafeasibility
UCasestudies& SerloTabove
U(Industrial)loTretrofittingin literature

IlUser desires in literature
UDesireof usersto Eomposeél M Ggmedevices
UFailureof currentsmarthomesystemso supportspecificusecases
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How could a Rightto Improve look like?

Manufacturer Obligation Consumer Right

IAnalogougo the EcodesigrDirective IAnalogougo the Rightto Repair
IMandateof Interface IConsumeentitlementto accessiblénterface
Vinterfacespecifications IMorefreedomin design

ISee also: USBcharginginterfacefor mobile VIAbstractionleavesScopeopen
phones
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Conclusion Today,S | O adard about:

IThe SDG #12 asdmeaspectof howthe EUhopesto furtherit
UButwe canactbeyondthat!

IProductobsolescencandthe BBathtubcurvei
UNOE 4 B @aktsfosever

/IRetrofittingloT capabilitiesto householdappliances
UAddingfeaturesis alreadypossible, buthallenging

ISerloT an interfacéor retrofittingand upgradeabilityfor loT devices
UAn alternativeéechnologicalpath

IOurvisionfor a Righto Improve
UA Visionfoundedin asystematiaeviewof academiditerature

*andto appearin Frontiers inthe Internetof Things ¢urrentlyunderreview)
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TheSerloTFrameworks available
asOpen Source Software @ithub A

_ https://github.com/harryf98/Devic&ramework
Thankyou for your attention !

Kaspar Lebloch, kaspar.lebloch@univie.ac.at
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